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ABSTRACT 

Voice-based fraud, commonly referred to as voice 

phishing or vishing, has become a rapidly growing 

cybersecurity threat in modern communication systems. 

Fraudsters frequently exploit real-time voice 

conversations to impersonate legitimate entities such as 

banking representatives, government officials, or service 

providers in order to manipulate victims into revealing 

sensitive information including passwords, banking 

credentials, and one-time passwords. Traditional fraud 

detection systems largely rely on rule-based filtering 

mechanisms and predefined keyword matching 

techniques. Although such methods are capable of 

identifying known fraud patterns, they often fail to detect 

emerging scam strategies that rely on contextual 

manipulation and dynamic conversational tactics. Recent 

advancements in Natural Language Processing have 

introduced Large Language Models capable of analyzing 

conversational context with high accuracy. However, 

these models often require substantial computational 

resources and are difficult to deploy efficiently in real-

time environments due to high latency and infrastructure 

requirements. These limitations highlight the need for 

more efficient contextual analysis techniques capable of 

detecting fraudulent intent in conversational data while 

maintaining computational efficiency.This research 

proposes a transformer-driven contextual analysis 

framework for detecting fraud in conversational voice 

data. The proposed approach processes voice 

conversations by converting audio signals into textual 

transcripts using speech recognition techniques, followed 

by text preprocessing and contextual language analysis 

using a lightweight transformer model. By analyzing 

semantic relationships and conversational patterns, the 

system identifies linguistic cues associated with 

fraudulent behavior such as urgency-based requests, 

impersonation tactics, and attempts to obtain confidential 

information.Experimental evaluation demonstrates that 

transformer-based contextual analysis can achieve high 

detection accuracy while maintaining significantly lower 

computational overhead compared to large language 

model approaches. The proposed framework therefore 

provides an efficient and scalable solution for detecting 

voice-based fraud in real-time communication systems. 
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I. INTRODUCTION 

The increasing dependence on digital 

communication technologies has significantly 

transformed the way individuals and organizations 

interact, conduct financial transactions, and access 

services. Among the various communication 

channels, voice communication remains one of the 

most widely used methods for customer support, 

banking assistance, telecommunication services, and 

personal interactions. However, the widespread use 

of voice communication [1] has also created 

opportunities for cybercriminals to exploit 

individuals through voice-based fraud. These attacks 

often involve fraudsters impersonating trusted 

entities and manipulating victims during 

conversations to obtain confidential information or 

financial access. 

 

Voice phishing, commonly referred to as vishing, 

represents one of the most challenging forms of 

social engineering attacks. Unlike traditional 

cyberattacks that exploit technical vulnerabilities, 

voice scams primarily rely on psychological 

manipulation and conversational persuasion 

techniques [2]. Fraudsters typically create a sense of 

urgency or fear by claiming that a bank account has 

been compromised or that immediate verification is 

required to avoid financial loss. As a result, victims 

are pressured into revealing sensitive information 

without fully verifying the authenticity of the caller 

[3]. 

Traditional fraud detection mechanisms rely heavily 

on rule-based systems, predefined keyword filters, 

and blacklist databases to identify suspicious 

communication patterns [4]. While these methods 

can detect known scam phrases or commonly used 

fraud scripts, they often fail to recognize evolving 
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scam tactics where attackers modify their language 

patterns to bypass detection systems. Fraudulent 

conversations frequently involve contextual cues 

rather than specific keywords, making static 

detection mechanisms insufficient for handling 

complex conversational interactions. [5] 

Recent developments in artificial intelligence and 

natural language processing have introduced more 

sophisticated approaches for analyzing textual data 

and detecting malicious communication patterns. 

Large Language Models have demonstrated strong 

capabilities in understanding contextual 

relationships within text and performing complex 

reasoning tasks. However, despite their powerful 

language understanding capabilities, these models 

often require substantial computational resources 

and large-scale infrastructure, making them difficult 

to deploy in real-time applications that demand fast 

processing and efficient resource utilization [6]. 

Transformer-based architectures offer a promising 

alternative for contextual language analysis by 

capturing semantic relationships between words 

using attention mechanisms. These models are 

capable of analyzing conversational context and 

identifying linguistic patterns associated with 

deception or manipulation. Compared to large 

language models, transformer-based classification 

models can achieve high performance while 

maintaining significantly lower computational 

complexity, making them suitable for real-time fraud 

detection applications. 

This study investigates the use of transformer-driven 

contextual analysis for detecting fraudulent intent in 

conversational voice data. The proposed framework 

integrates speech-to-text processing with 

transformer-based language analysis to examine 

conversational transcripts and identify patterns 

associated with scam behavior. By analyzing 

contextual features within conversations, the system 

aims to detect fraudulent interactions more 

effectively than traditional rule-based approaches 

[7]. 

The primary objective of this research is to develop 

an efficient and scalable approach for detecting 

voice-based fraud by leveraging contextual 

language analysis. Through the use of transformer 

models, the proposed framework seeks to improve 

detection accuracy while maintaining computational 

efficiency suitable for real-time communication 

environments. 

II.      LITERATURE REVIEW 

The detection of fraudulent communication has been 

widely studied in the domains of cybersecurity, 

machine learning, and natural language processing 

[8-10]. Early research in fraud detection primarily 

relied on rule-based systems and signature-based 

detection mechanisms. These approaches typically 

identify malicious activities using predefined rules, 

suspicious keywords, or known behavioral patterns. 

While rule-based systems are relatively simple to 

implement and computationally efficient, they often 

fail to detect new or evolving fraud strategies. 

Fraudsters frequently modify their language patterns 

and communication styles, which allows them to 

bypass static detection rules that rely on fixed 

keyword lists or known scam templates [11]. 

To overcome the limitations of rule-based 

approaches, researchers began exploring machine 

learning techniques for fraud detection [12]. 

Traditional machine learning models such as 

Support Vector Machines, Decision Trees, and 

Random Forest classifiers have been used to analyze 

textual data and identify patterns associated with 

fraudulent communication [13-16]. These models 

rely on feature extraction methods such as word 

frequency analysis, sentiment analysis, and 

linguistic pattern recognition. Although machine 

learning approaches improved detection accuracy 

compared to rule-based systems, they often require 

extensive feature engineering and large labeled 

datasets. Furthermore, these models typically 

analyze words or phrases independently, which 

limits their ability to capture deeper contextual 

relationships within conversations [17]. 

With the advancement of Natural Language 

Processing (NLP), more sophisticated methods have 

been developed to understand and analyze textual 

communication. Deep learning models such as 

recurrent neural networks and long short-term 

memory networks were introduced to analyze 

sequential language patterns [18-20]. These models 

improved the ability to capture dependencies 

between words within sentences. However, 

sequential models often struggle to efficiently 

process long conversational sequences and may 

suffer from limitations related to long-term context 

representation. 
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The introduction of transformer architectures 

marked a significant advancement in language 

understanding. Transformer models utilize attention 

mechanisms to analyze relationships between words 

across an entire sentence or conversation 

simultaneously [21]. This capability allows the 

model to capture contextual dependencies more 

effectively than traditional sequential models. 

Transformer-based models have demonstrated 

strong performance in various NLP tasks such as text 

classification, sentiment analysis, and 

conversational understanding. Their ability to 

analyze contextual relationships makes them 

particularly suitable for detecting deceptive 

language patterns in conversational data [22]. 

Recent studies have also explored the use of large 

language models for detecting fraudulent 

communication and phishing attempts [23]. These 

models are trained on massive datasets and can 

perform complex reasoning and contextual analysis 

across large amounts of text. While large language 

models have shown impressive capabilities in 

language understanding, they often require 

substantial computational resources and specialized 

hardware for deployment [24]. In addition, their 

reliance on cloud-based infrastructure may 

introduce latency and privacy concerns when 

applied to real-time fraud detection systems that 

process sensitive communication data [25]. In the 

context of voice-based fraud detection, several 

research efforts have focused on combining speech 

recognition technologies with natural language 

processing techniques and there result demonstrated 

different proof of capabilities. These systems 

typically convert spoken conversations into text 

using speech-to-text models and then analyze the 

transcripts using machine learning or deep learning 

models to identify suspicious patterns. Although 

these approaches provide a promising direction for 

detecting fraudulent voice communication, many 

existing systems either rely on heavy computational 

models or lack efficient mechanisms for contextual 

language understanding [26-27].  

Despite the progress made in conversational fraud 

detection, several challenges remain. Many existing 

methods either depend on static rule-based detection 

or require computationally expensive language 

models that are difficult to deploy in real-time 

systems. Detecting fraudulent intent within voice 

conversations requires models capable of 

understanding contextual relationships, 

conversational flow, and linguistic manipulation 

strategies. These challenges highlight the need for 

efficient contextual analysis techniques that can 

detect scam patterns in conversational voice data 

while maintaining practical deployment feasibility.            

III.      PROPOSED SYSTEM 

The proposed system aims to detect fraudulent intent 

in conversational voice data through contextual 

language analysis using transformer-based models. 

The system is implemented as a web-based platform 

that enables users to analyze voice conversations in 

real time or by uploading recorded audio files. The 

platform processes the voice input locally and 

applies natural language processing techniques to 

identify patterns associated with voice scams, 

impersonation attempts, and social engineering 

attacks. 

The system is designed to provide an interactive 

environment in which users can submit 

conversational voice data, observe transcription 

results, and view fraud detection outcomes through 

an integrated analysis interface. The workflow 

begins with user interaction through the web 

interface and proceeds through several stages 

including audio acquisition, speech transcription, 

contextual analysis, and fraud classification. 

A. System Interface 

The platform provides a web-based user interface 

that allows users to interact with the fraud detection 

system. The interface presents the main 

functionalities of the system, including navigation 

options and tools that allow users to initiate the voice 

analysis process. The homepage introduces the 

purpose of the platform and provides access to the 

voice scanning module where users can begin 

analyzing conversations. 

The interface highlights key system features such as 

live recording, audio file upload, and automated 

scam detection. These features allow users to easily 

provide voice input to the system without requiring 

technical expertise in natural language processing or 

machine learning. 
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Fig 1. Main user interface of the voice scam 

detection platform showing navigation options and 

system features. 

B. Voice Input Acquisition 

After accessing the voice scanning module, users 

can provide conversational audio through two 

primary input methods. The first method allows 

users to perform live voice recording, where the 

system captures audio directly from the user's 

microphone. During recording, the interface 

displays a waveform visualization representing the 

captured audio signal, allowing users to monitor the 

recording process in real time. 

The second input method allows users to upload 

recorded audio files for analysis. The system 

supports commonly used audio formats such as 

MP3, WAV, and M4A. Uploaded files are processed 

by the system and prepared for speech recognition. 

This dual input capability enables both real-time 

monitoring of voice conversations and analysis of 

previously recorded calls. 

The audio input module of the system is illustrated 

in Figure 2, which shows the interface used for live 

recording and audio file uploads. 

 

Fig 2. Audio scanning interface allowing users to 

record voice conversations in real time or upload 

recorded audio files for fraud analysis. 

C. Speech Transcription 

Once voice input is provided through recording or 

file upload, the system performs speech-to-text 

conversion using automatic speech recognition 

techniques. This stage converts the spoken 

conversation into a textual transcript that preserves 

the semantic structure of the dialogue. The generated 

transcript represents the content of the voice 

conversation and serves as the input for contextual 

language analysis. Additionally, noise reduction and 

preprocessing techniques may be applied to improve 

transcription accuracy. The refined text output is 

then passed to downstream modules for intent 

detection and semantic understanding. 

D. Contextual Language Analysis 

The textual transcript generated from speech 

recognition is processed using a transformer-based 

contextual language model. Transformer models 

analyze relationships between words across entire 

sentences and conversational sequences using 

attention mechanisms. This capability allows the 

system to identify linguistic patterns that may 

indicate fraudulent behavior. Examples of such 

patterns include requests for confidential 

information, urgency-based instructions, 

impersonation of financial institutions, and threats 

related to account suspension.  

E. Fraud Detection Output 

The contextual features extracted by the transformer 

model are analyzed by the fraud detection 

component, which computes a fraud probability 

score representing the likelihood that the 

conversation contains fraudulent intent. If the score 

exceeds a predefined threshold, the system flags the 

conversation as suspicious and presents the results 

to the user through the interface. 

The system displays the transcription results and risk 

score through the web interface, allowing users to 

review the analyzed conversation and identify 

potential scam indicators. 

IV.     SYSTEM ARCHITECTURE 

The system architecture for transformer-driven fraud 

detection in conversational voice data is designed to 

process voice interactions and analyze 

conversational context to identify fraudulent intent. 

The architecture follows a modular workflow in 

which voice data is captured, converted into textual 

form, processed using natural language techniques, 
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and analyzed using a transformer-based contextual 

model. 

The process begins with the voice input module, 

which captures conversational audio from sources 

such as voice calls, recorded audio files, or real-time 

microphone input. Since natural language 

processing models operate on text rather than audio 

signals, the captured voice data is forwarded to a 

speech-to-text conversion module that performs 

automatic speech recognition and generates textual 

transcripts of the conversation. 

The generated transcript is then passed through a 

text preprocessing module, where operations such as 

tokenization, text normalization, and removal of 

irrelevant tokens are performed. These 

preprocessing steps convert the raw transcript into a 

structured format suitable for language analysis. 

The processed text is subsequently analyzed using a 

transformer-based contextual analysis module, 

which forms the core component of the system. 

Transformer models utilize attention mechanisms to 

capture relationships between words across an entire 

conversation, enabling the detection of linguistic 

patterns associated with fraudulent communication, 

such as urgency-based requests, impersonation 

tactics, or attempts to obtain confidential 

information. 

The contextual features extracted by the transformer 

model are then evaluated by the fraud detection 

engine, which computes a fraud probability score 

indicating the likelihood that the conversation 

contains fraudulent intent. If the score exceeds a 

predefined threshold, the system classifies the 

conversation as suspicious and generates an alert. 

The overall architecture illustrating the interaction 

between these modules is presented in Figure 3, 

which shows the flow of data from voice input 

acquisition to fraud detection output.   To further 

enhance system reliability, continuous learning 

mechanisms can be incorporated, allowing the 

model to update its knowledge based on new fraud 

patterns and user feedback. This adaptive approach 

ensures improved detection accuracy over time and 

enables the system to remain effective against 

evolving voice scam techniques. 

 

Fig 3: System Architecture for Transformer-Driven 

Fraud Detection in Conversational Voice Data. 

 V.     METHODOLOGY 

The methodology of the proposed framework 

focuses on detecting fraudulent intent in 

conversational voice data using contextual language 

analysis. The system processes voice conversations 

through multiple stages, including voice acquisition, 

speech recognition, text preprocessing, contextual 

analysis using transformer-based models, and fraud 

classification. Each stage of the methodology 

contributes to transforming raw conversational 

audio into structured information that can be 

analyzed for potential scam patterns. 

The first stage involves voice data acquisition, 

where conversational audio is captured from 

communication sources such as voice calls, recorded 

conversations, or real-time microphone input. This 

stage acts as the primary data collection mechanism 

and ensures that the system can receive voice input 

.from different communication environments. The 

collected audio signals are then forwarded to the 

speech recognition component for further 

processing. 

Once the voice input is captured, the system 

performs speech-to-text conversion using automatic 

speech recognition techniques. The purpose of this 

step is to transform the raw audio signals into textual 

transcripts so that natural language processing 

techniques can be applied. Accurate transcription is 

essential because the contextual meaning of 

conversations must be preserved for effective fraud 

detection. The output of this stage is a structured 

transcript that represents the spoken conversation in 

textual form. 

After the transcription process, the system applies 

text preprocessing techniques to clean and structure 
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the textual data. Conversational transcripts often 

contain filler words, irregular punctuation, or other 

noise that may affect language model performance. 

The preprocessing stage therefore includes tasks 

such as tokenization, normalization, and removal of 

irrelevant tokens. These operations help convert raw 

textual transcripts into structured input that can be 

efficiently analyzed by the contextual language 

model. The next stage involves contextual analysis 

using a transformer-based model. Transformer 

architectures are capable of capturing semantic 

relationships between words across an entire 

sentence or conversation. Through attention 

mechanisms, the model can analyze contextual 

dependencies and identify linguistic patterns that 

may indicate fraudulent intent. Examples of such 

patterns include urgency-based requests, 

impersonation tactics, and attempts to obtain 

confidential information. The contextual 

representations generated by the transformer model 

provide meaningful features that can be used for 

fraud detection. 

Following contextual analysis, the extracted features 

are processed by the fraud classification module, 

which determines whether a conversation exhibits 

characteristics associated with fraudulent behavior. 

The classification component evaluates the 

contextual representations and computes a fraud 

probability score that represents the likelihood of a 

scam interaction. If the probability exceeds a 

predefined threshold, the system categorizes the 

conversation as suspicious and generates an alert 

indicating a potential fraud attempt.   

                       

Fig 4: Methodology of the VoiceShield 

Transformer-Based Fraud Detection Pipeline 

VI. Comparative Analysis (LLM vs Transformer) 

This section presents a comparative evaluation 

between large language model–based approaches 

and transformer-based contextual analysis for 

detecting fraudulent intent conversational voice 

data. Both approaches utilize natural language 

processing techniques to analyze conversational  

Large language models have demonstrated strong 

capabilities in understanding linguistic context and 

performing advanced reasoning tasks across 

complex textual inputs. These models are typically 

trained on extremely large datasets and contain 

billions of parameters, allowing them to capture rich 

semantic relationships between words and 

sentences. In fraud detection scenarios, large 

language models can analyze conversational 

patterns and identify subtle indicators of 

manipulation or deception. Despite these 

advantages, the deployment of large language 

models often requires significant computational 

resources, high memory consumption, and 

specialized hardware infrastructure. In addition, 

inference latency can become a critical limitation 

when real-time processing of voice conversations is 

required. 

Transformer-based models provide an alternative 

approach that balances contextual language 

understanding with computational efficiency. Unlike 
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large language models that are designed for general-

purpose language reasoning, transformer-based 

classification models focus specifically on 

extracting contextual representations for targeted 

tasks such as fraud detection. These models utilize 

attention mechanisms to analyze relationships 

between words within conversational transcripts, 

allowing them to detect linguistic patterns associated 

with scam attempts. Since transformer-based models 

typically contain fewer parameters than large 

language models, they can be deployed more 

efficiently in real-time environments with reduced 

computational overhead. cloud-based APIs due to 

their hardware requirements, which may introduce 

latency and potential privacy concerns when 

processing sensitive conversational data. In contrast, 

lightweight transformer models can often be 

deployed locally or on edge systems, enabling faster 

response times and improved data privacy 

Another important distinction between the two 

approaches lies in deployment flexibility. Large 

language models are commonly deployed through  

In the context of conversational fraud detection, the 

efficiency of the analysis model is critical because 

voice interactions occur in real time and require 

rapid evaluation of conversational context. 

Transformer-based contextual analysis enables the 

system to process conversational transcripts quickly 

while still capturing meaningful semantic patterns. 

As a result, transformer models provide a practical 

balance between detection accuracy and 

computational efficiency. 

VII. RESULTS AND ANALYSIS 

This section presents the results obtained from the 

implementation of the proposed transformer-driven 

conversational fraud detection system. The 

evaluation focuses on how effectively the system 

analyzes conversational voice data, identifies scam-

related patterns, and provides interpretable fraud 

detection results through the user interface. 

Additionally, transformer models enable faster 

parallel processing of conversational data, reducing 

response time in live scenarios. This makes them 

highly suitable for real-time fraud detection, where 

immediate insights are crucial. Their efficient design 

ensures consistent performance even in resource-

constrained environments 

A. Fraud Detection Output 

After a voice conversation is recorded or uploaded, 

the system processes the audio using speech 

recognition and contextual language analysis. The 

processed transcript is then analyzed by the 

transformer-based model to determine whether the 

conversation contains patterns commonly associated 

with fraudulent communication. 

 

B. Transcript Analysis and Pattern Identification 

In addition to generating a probability score, the 

system performs contextual analysis on the 

transcript of the conversation. Suspicious phrases 

that may indicate fraudulent intent are highlighted 

within the transcript. These highlighted segments 

help users understand the linguistic cues that 

contributed to the fraud classification. 

The detected patterns include: 

Urgency-based language, which attempts to pressure 

the victim into making immediate 

decisions.Financial requests, where the caller asks 

for money transfers or payment of fees.Prize or 

lottery claims, which attempt to lure victims by 

claiming they have won a reward.By highlighting 

these patterns directly within the transcript, the 

system provides a transparent explanation of the 

detection results. 

 

C. Model Performance Comparison 

To evaluate the effectiveness of the proposed 

approach, a comparison was conducted between 

large language model (LLM) based systems and 

transformer-based contextual analysis models. The 

comparison considers multiple performance factors 

including detection accuracy, inference speed, 

computational efficiency, and real-time suitability. 

Figure 5 presents a graphical comparison between 

the two approaches. The results indicate that 

transformer-based models achieve slightly higher 

detection accuracy while also providing improved 

inference speed and computational efficiency. These 

characteristics make transformer models more 

suitable for real-time fraud detection systems where 

rapid processing and low resource consumption are 

important. 
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Figure 5: Performance comparison between LLM-

based and transformer-based models for 

conversational fraud detection   

D. Memory Usage Comparison 

In addition to accuracy and speed, memory 

consumption plays a critical role in deploying fraud 

detection systems on resource-constrained 

environments such as edge devices or browsers. 

Transformer-based models generally require 

significantly less memory compared to large 

language models, which often demand extensive 

GPU resources for inference. Figure 6 illustrates the 

memory usage comparison, showing that 

transformer models are more lightweight and 

suitable for scalable deployment scenarios. 

 
Fig 6: Memory usage comparison between LLM-

based and transformer-based models 

E. Latency and Real-Time Responsiveness 

Another important factor is system latency, which 

directly affects the responsiveness of real-time fraud 

detection. Transformer-based models demonstrate 

lower latency due to their optimized architecture and 

reduced computational overhead, whereas LLM-

based systems may introduce delays due to their size 

and complexity. In contrast, large language model 

(LLM)-based systems often involve higher 

computational complexity and larger parameter 

sizes, which can lead to increased processing delays, 

especially when deployed without high-end GPU 

support. This delay can reduce the effectiveness of 

fraud detection in real-time scenarios, where even a 

few seconds of lag may result in potential financial 

or security risks 

                  

Fig 7: Latency comparison between LLM-based 

and transformer-based models for real-time 

processing. 

D. Discussion of Results 

The results demonstrate that transformer-based 

contextual analysis is capable of effectively 

identifying fraudulent communication patterns 

within conversational transcripts. The ability of the 

model to analyze contextual relationships within 

dialogue allows the system to detect scam strategies 

that may not be easily identified using traditional 

keyword-based detection methods. 

Furthermore, the integration of visual fraud 

indicators, transcript highlighting, and detected 

pattern summaries improves the interpretability of 

the system, allowing users to better understand the 

reasoning behind the fraud detection outcome. The 

comparison with LLM-based approaches also 

highlights the efficiency advantages of transformer 

models, particularly in real-time conversational 

analysis environments. 

In addition, the comparison with LLM-based 

approaches highlights the efficiency advantages of 

transformer models, particularly in real-time 

conversational analysis environments. Transformer-

based systems achieve a better balance between 

accuracy and computational efficiency, making 

them more suitable for deployment in resource-

constrained settings such as web-based applications 

or edge devices. Overall, the proposed approach 

demonstrates strong potential for scalable, 
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interpretable, and real-time voice fraud detection 

solutions. 

VIII. CONCLUSION AND FUTURE SCOPE 

Voice-based scams and social engineering attacks 

have become increasingly prevalent in modern 

communication systems. Fraudsters often exploit 

real-time conversations to manipulate victims into 

revealing sensitive financial information or 

transferring money. Traditional fraud detection 

methods relying on rule-based systems or simple 

keyword matching are often ineffective in detecting 

evolving scam strategies that rely on contextual 

manipulation. 

This research proposed a transformer-driven 

approach for detecting fraudulent intent in 

conversational voice data. The system integrates 

speech-to-text conversion, text preprocessing, and 

contextual language analysis using transformer-

based models to identify scam patterns within voice 

conversations. By analyzing the contextual 

relationships between words and phrases, the system 

can detect sophisticated fraud indicators such as 

urgency-based manipulation, financial requests, and 

lottery or prize scams. 

The results demonstrate that the proposed approach 

can effectively identify suspicious conversational 

patterns and provide interpretable fraud probability 

scores through an interactive web-based interface. In 

addition, a comparative analysis between large 

language model approaches and transformer-based 

models shows that transformer models provide a 

strong balance between detection accuracy, 

computational efficiency, and real-time 

applicability. 

Although the proposed system demonstrates 

promising performance, several improvements can 

be explored in future work. One potential extension 

involves supporting multilingual voice fraud 

detection, enabling the system to analyze 

conversations in multiple languages. Another 

possible enhancement is the integration of emotion 

and sentiment analysis to detect psychological 

manipulation tactics used in social engineering 

attacks. Furthermore, the system can be extended to  

telecommunication platforms, allowing users to 

receive instant alerts during suspicious calls. 

Expanding the training dataset with more diverse 

conversational data could also improve the 

robustness and accuracy of the fraud detection 

model. 

Overall, transformer-based contextual analysis 

presents a promising direction for developing 

intelligent systems capable of detecting voice-based 

fraud and protecting users from social engineering 

attacks. 
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