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Abstract:
It recommends an automated system called Filtered Wall
able to filter unwanted messages from OSN user walls to
involuntarily allocate with each short text message a set of
categories based on its content. In OSNs there is the
prospect of posting or commenting other posts on particular
public and private areas called in general walls. Information
filtering can therefore be used to give users the propensity to
frequently manage the messages written on their own walls
by filtering out superfluous messages. The endeavor of the
present work is consequently to proposition and
experimentally estimate an automated system called Filtered
Wall (FW) competent to filter unwanted messages from
OSN user walls. We exploit Machine Learning (ML) text
classification techniques to automatically allocate with each
short text message a set of categories based on its content.

1. Introduction

Information filtering can consequently be used to give users
the capability to repeatedly control the messages written on
their own walls by filtering out unwanted messages.
Certainly today OSNs make available very little support to
prevent unwanted messages on user walls. For illustration
Face book permits users to state who is allowable to put in
messages in their walls i.e., friends, friends of friends, or
defined groups of friends. Though no content-based
preferences are supported and therefore it is not probable to
avoid undesired messages such as political or vulgar ones no
matter of the user who posts them. As long as this examine
is not only a matter of using formerly defined web content
mining techniques for a different application rather it
necessitates to propose ad hoc classification strategies.
The enormous and vibrant character of these data generates
the principle for the employment of web content mining
strategies intended to automatically discover useful
information dormant within the data. They are instrumental
to present an active support in compound and complicated
tasks involved in OSN management such as for instance
access control or information filtering. Information filtering
has been very much survey for what concerns textual
documents and more recently web content. However the

intend of the majority of these proposals is mainly to
provide users a classification mechanism to evade they are
overwhelmed by useless data. In OSNs information filtering
can also be used for a different more sensitive purpose. This
is due to the fact that in OSNs there is the possibility of
posting or commenting other posts on particular
public/private areas called in general walls.
STC are concerted in the extraction and selection of a set of
characterizing and discriminant features. The solutions
investigated in this paper are an extension of those adopted
in a previous work by us who we come into the learning
model and the elicitation procedure for generating pre
classified data. The original set of features derived from
endogenous properties of short texts is enlarged here
including exogenous knowledge related to the context from
which the messages originate. In particular we base the
overall short text classification strategy on Radial Basis
Function Networks (RBFN) for their established capabilities
in acting as soft classifiers in managing noisy data and
essentially vague classes. Moreover the speed in performing
the learning phase creates the principle for an adequate use
in OSN domains as well as assists the experimental
evaluation tasks.

2. Related Work:

The main contribution of this paper is the design of a system
providing customizable content-based message filtering for
OSNs, based on ML techniques. As we have pointed out in
the introduction, to the best of our knowledge, we are the
first proposing such kind of application for OSNs. However,
our work has relationships both with the state of the art in
content-based filtering, as well as with the field of policy-
based personalization for OSNs and, more in general, web
contents. Therefore, in what follows, we survey the
literature in both these fields.

Literature Survey:

Recommender systems have become an important research
area since the appearance of the first papers on collaborative
filtering in the mid-1990s. There has been much work done
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both in the industry and academia on developing new
approaches to recommender systems over the last decade. In
this paper we describe various ways to extend the
capabilities of recommender systems. Before doing this, we
first present a comprehensive survey of the state-of-the-art
in recommender systems. Then, we identify various
limitations of the current generation ofrecommendation
methods and discuss some initial approaches to extending
their capabilities.
There is a growing interest in recommender systems that
suggest music, _lms, books, and other products and services
to users based on examples of their likes and dislikes. A
number of successful startup companies like Firey, Net
Perceptions, and LikeMinds have formed to provide
recommending technology. Machine learning for text-
categorization has been applied to content-based
recommending of web pages and newsgroup messages;
however, to our knowledge has not previously been applied
to book recommending. We have been exploring content-
based book recommending by applying automated text-
categorization methods to semistructured text extracted
from the web.
In the last 10 years content-based document management
tasks (collectively known as information retrieval—IR)
have gained a prominent status in the information systems
field, due to the increased availability of documents in
digital form and the ensuing need to access them in flexible
ways. TC dates back to the early ’60s, but only in the early
’90s did it become a major subfield of the information
systems discipline, thanks to increased applicative interest
and to the availability of more powerful hardware. TC is
now being applied in many contexts, ranging from
document indexing based on a controlled vocabulary, to
document filtering, automated metadata generation. This
paper is organized as follows. In Section 2 we formally
define TC and its various subcases, and in Section 3 we
review its most important applications. Section 4 describes
the main ideas underlying the ML approach to classification.
Our discussion of text classification starts in Section 5 by
introducing text indexing, that is, the transformation of
textual documents into a form that can be interpreted by a
classifier-building algorithm and by the classifier eventually
built by it. Section 6 tackles the inductive construction of a
text classifier from a “training” set of preclassified
documents. Section 7 discusses the evaluation of text
classifiers. Section 8 concludes, discussing open issues and
possible avenues of further research for TC.
3. Problem Statement:

3.1: Existing System

 Indeed, today OSNs provide very little support to
prevent unwanted messages on user walls.

 However, no content-based preferences are
supported and therefore it is not possible to prevent
undesired messages such as political or vulgar
ones, no matter of the user who posts them.

Disadvantages :

 It is not possible to prevent undesired messages,
such as political or vulgar ones, no matter of the
user who posts them.

 Providing this service is not only a matter of using
previously defined web content mining techniques
for a different application.

 It is a wall messages are constituted by short text
for which traditional classification methods have
serious limitations.

3.2: Proposed System
 We propose an algorithm, universal –match based

Indirect Noise Node which makes use of noise
nodes to preserve utilities of the original graph.
Finally that technique prevent an attacker from
reidentifying a user and finding the fact that a
certain user has a specific sensitive value.

 The aim of the present work is to propose and
experimentally evaluate an automated system,
called Filtered Wall (FW), able to filter unwanted
messages from OSN user walls.

 In particular, we based on the overall short text
classification strategy on Radial Basis Function
Networks (RBFN) for their proven capabilities in
acting as soft classifiers.

 FRs can support a variety of different filtering
criteria that can be combined and customized
according to the user needs.

 In addition, the system provides the support for
user-defined Blacklists (BLs).

Advantages:
 A system to automatically filter unwanted

messages from OSN user walls on the basis of both
message content and the message creator
relationships and characteristics.

 The current paper substantially extends for what
concerns both the rule layer and the classification
module.

 Major differences include, a different semantics for
filtering rules to better fit the considered domain,
an online setup assistant (OSA) to help users in FR
specification.
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Algorithm
Filtering Rule.
A filtering rule FR is a tuple
(Author, creator Spec, content Spec, action), where:
_ Author is the user who specifies the rule;
_ Creator Spec is a creator specification, specified according
to Definition 1;
_ Content Spec is a Boolean expression defined on content
Constraints of the form (C; ml), where C is a
Class of the first or second level and ml is the minimum
Membership level threshold required for class C to
Make the constraint satisfied;
_ Action 2 fblock; notifyg denotes the action to be
performed by the system on the messages matching content
Spec and created by users identified by
creatorSpec.

Universal Match Based Algorithm:

 The algorithm starts out with group formation,
during which all nodes that have not yet been
grouped are taken into consideration, in clustering-
like fashion.

 In the first run, two nodes with the maximum
similarity of their neighborhood labels are grouped
together.

 Their neighbor labels are modified to be the same
immediately so that nodes in one group always
have the same neighbor labels.

 Then nodes having the maximum similarity with
any node in the group are clustered into the group
till the group has ` nodes with different sensitive
labels.

 Thereafter, the algorithm proceeds to create the
next group. If fewer than ` nodes are left after the
last group’s formation, these remainder nodes are
clustered into existing groups according to the
similarities between nodes and groups

 After having formed these groups, we need to
ensure that each group’s members are
indistinguishable in terms of neighborhood
information.

 Thus, neighborhood labels are modified after every
grouping operation, so that labels of nodes can be
accordingly updated immediately for the next
grouping operation.

 This modification process ensures that all nodes in
a group have the same neighborhood information.

4. System Architecture:

5. Modules:
Modules Description:

Admin Module:

 Admin login in system and then database verifies
and give response.

 Then admin inserts the filtering words and
registers.

 It also view the user profile and filter performance.
Short Text Classifier:
 The first-level task is conceived as a hard

classification in which short texts are labeled with
crisp Neutral and Non neutral labels

 Correct words: It expresses the amount of terms
and is a set of known words for the domain
language.

 Bad words: They are computed similarly to the
Correct words feature, where the set K is a
collection of “dirty words” for the domain
language.

 Capital words: It expresses the amount of words
mostly written with capital letters, calculated as the
percentage of words within the message, having
more than half of the characters in capital case.

 Punctuations characters: It is calculated as the
percentage of the punctuation characters over the
total number of characters in the message.

User Module:
 User login in filter system and database verifies

and give response.
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 Then he will update the status or images in system
and it is inserted in database.

 User can also add friends and can comment on
their wall and all the data will be loaded.

Blacklists:
 A further component  of our system is a BL

mechanism to avoid messages from undesired
creators, independent from their contents

 We decides to let the users themselves that is the
walls  owners to specify BL rules regulating who
has to be banned from their walls and for how long

 A BL rule is a tuple author, creatorSpec,
creatorBehavior, T, where author is the OSN user
who specifies the rule, i.e., the  wall owner;
creatorSpec is a creator specification
creatorBehavior consists of two components
RFBlocked and minBanned. RFBlocked= ¼ (RF,
mode, window).

Filtering Rules:

 FRs should allow users to state constraints on
message creators.

 A filtering rule FR is a tuple (author, creator Spec,
content Spec, action), where

 author is the user who specifies the rule.
 creatorSpec is a creator specification.
 contentSpec is a Boolean expression defined on

content constraints of the form  where C is a class
of the first or second level and ml is the minimum
membership level threshold required for class C to
make the constraint satisfied.

8. Conclusion:

In this paper, we have presented a system to filter undesired
messages from OSN walls. The system exploits a ML soft
classifier to enforce customizable content-dependent FRs.
Moreover, the flexibility of the system in terms of filtering
options is enhanced through the management of BLs. This
work is the first step of a wider project. The early
encouraging results we have obtained on the classification
procedure prompt us to continue with other work that will
aim to improve the quality of classification. In particular,
future plans contemplate a deeper investigation on two
interdependent tasks. The first concerns the extraction and/
or selection of contextual features that have been shown to
have a high discriminative power. The second task involves
the learning phase. Since the underlying domain is
dynamically changing, the collection of preclassified data
may not be representative in the longer term. The present

batch learning strategy, based on the preliminary collection
of the entire set of labeled data from experts, allowed an
accurate experimental evaluation but needs to be evolved to
include new operational requirements. In future work, we
plan to address this problem by investigating the use of
online learning paradigms able to include label feedbacks
from users. Additionally, we plan to enhance our system
with a more sophisticated approach to decide when a user
should be inserted into a BL.
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